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1.1.

1.2.

1.3.

GENERAL QUESTIONS

WHAT IS THE BDO GLOBAL PORTAL? WHAT ARE THE BENEFITS?

The BDO Global Portal is a digital platform de-signed to facilitate the transfer of information and
collaborating on projects. Its purpose is to make our cooperative working environment even
more secure.

As auditors and consultants, we often exchange sensitive data with our clients. This poses
challenges for us both in terms of data protection and data security. With the BDO Global Portal,
we are offering a safe, efficient tool to make the process of exchanging data more modern and
secure for our clients.

WHERE CAN | FIND THE BDO GLOBAL PORTAL?

You can find the BDO Global Portal by visiting portal.bdo.de. Please note that you will need to be
authenticated as a user first (see technical questions below).

WHAT WILL IT COST ME TO USE THE BDO GLOBAL PORTAL?

You will not be charged any additional fees for using the core functions of the BDO Global Portal.
You may incur usage charges or set-up fees for special services or apps made available on the
BDO Global Portal. However, we will notify you of this separately if this is the case.



http://www.bdo.de/
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2.

2.1.

2.2.

2.3.

2.4.

2.5.

USER ACCESS AND USER PERMISSIONS

HOW DO | ACCESS THE BDO GLOBAL PORTAL?

Your BDO contact will set up the portals for you individually based on the specifics of your
contract. Generally speaking, the main contact person on your side will be given access to the
portal. They will also have the option to grant access to other employees in your company so
that they can work on the job on the portal.

HOW CAN EMPLOYEES IN MY ORGANISATION ACCESS THE PORTAL?
The BDO Global Portal distinguishes between BDO users and client users.

Your administrator will add the email addresses of your employees who are allowed to access to
the BDO Global Portal in the portal. Each employee will then receive an email containing an
invitation and a link. After clicking the link, the employee will be required to enter a one-time
code, and they will have to set up a second method for authentication.

If your organisation uses Azure Active Directory, your existing accounts can be used to log in to
the BDO Global Portal. Access to the portal is generally user-specific.

You are responsible for assigning permissions within your organisation. On your side, this
responsibility lies with your appointed administrator, who can add additional users and manage
access to projects.

WHAT ARE THE DIFFERENCES BETWEEN THE DIFFERENT PERMISSIONS IN THE
BDO GLOBAL PORTAL?

As a general rule: Your administrators can access all the projects to which they have been invited
on your client pages on the BDO Global Portal. There is also an option to create “confidential
projects”. By default, other users without administrator rights will have read, write and
modification rights for the projects they have been invited to collaborate on, but they may not
invite users.

If you require any special instructions, your BDO contact will be more than happy to talk to you
about how best to configure your portal pages and projects.

HOW CAN | CHECK WHICH USERS HAVE ACCESS IN MY ORGANISATION?

This is within the remit of the “Client Administrator” in the relevant projects. Your employees
should generally gain access to the portal through their company email address. When employees
leave your organisation, you must ensure that the corresponding users are also removed from the
BDO Global Portal.

DOES SINGLE SIGN ON (SSO) WORK ON OFFICE 365?

SSO will work if you are logged onto your computer with a Microsoft Azure Active Directory (AD)
account.
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2.6.

2.7.

IS THERE AN OPTION TO ENABLE MULTI-FACTOR AUTHENTICATION (MFA) FOR
THE BDO GLOBAL PORTAL?

BDO Global Portal requires an identification using two different factors (authentication
methods). You will need to set up a second factor when signing in for the first time. Additional
information on MFA is available on our website. If you use Microsoft Azure AD for user
authentication and Multi-factor Authentication (MFA) has been set up in your organisation, this
will also be applied to the BDO Global Portal. MFA is not yet enabled on the BDO Global Portal.
Administration of access methods will then be per-formed by your organisation.

TO WHAT EXTENT WILL THIRD PARTIES OUTSIDE BDO BE ABLE TO ACCESS THE
BDO GLOBAL PORTAL?

Third parties will only gain access to your data on the BDO Global Portal by consultation with us,
and only for maintenance purposes. Confidentiality agreements based on the legal requirements
of Section 50a of the German Public Accountants Ordinance (WPO) and data processing
agreements pursuant to Article 28 of the General Data Protection Regulation have been
concluded with these third parties. Standard EU contractual clauses have also been agreed upon
where necessary. BDO Global IT or members of the international BDO network appointed by BDO
may also gain access to the portal for these purposes in addition to BDO Germany.
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3.

3.1.

3.2.

3.3.

3.4.

3.5.

TECHNICAL BASIS AND ARCHITECTURE

WHICH WEB BROWSERS ARE SUPPORTED BY THE SYSTEM?
The BDO Global Portal supports the following web browsers:

P Microsoft Edge

» Google Chrome

P Mozilla Firefox

We always recommend using the latest version of the browsers listed above. If possible, you
should avoid using Version 11 or older versions of Microsoft Internet Explorer as Microsoft
does not recommend this.

We are currently preparing to offer access to the portal on mobile devices.

WHICH TECHNOLOGY IS USED FOR THE BDO GLOBAL PORTAL?
The BDO Global Portal system comprises the following key components:

P Microsoft Azure Cloud for user management

P Microsoft SharePoint Online for authorisation management

P Microsoft SharePoint Online for displaying and storing data

This components are integrated into the Microsoft Azure Cloud environment. This Microsoft Azure
Cloud is located in the European cloud region. All data is stored in this region.

The standard SharePoint view has been adapted to BDO’s requirements in order to present
a uniform interface for users.

BDO network companies also have the option to incorporate their own developments into
the Global Portal.

DO | NEED A LICENCE FOR SHAREPOINT OR OFFICE 365 TO USE THE BDO
GLOBAL PORTAL?

No. All you need to use the BDO Global Portal is an internet connection and a web browser. The
BDO Global Portal is based on the Microsoft Office 365 system. The use of web applications by
our clients - for instance in the context of sharing Office documents - is also covered by our
licence agreement with Microsoft.

WHAT AVAILABILITY DO YOU PROMISE?

The BDO Global Portal is available 24 hours a day from Sunday to Friday, and for 18 hours a day
on Saturday. Please note that we set aside a six-hour window for maintenance every Saturday.

WHAT KIND OF CONNECTION IS REQUIRED?

All that is needed to use the BDO Global Portal is an internet connection.
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3.6.

3.7.

WHICH FILE TYPES AND MAXIMUM FILE SIZES ARE PERMITTED?

The following file volumes and sizes are allowed:

P Uploads of 30 files at a time.

» The maximum file size (either for all files to be uploaded at once or for a single file) is 2 GB.
» A maximum of 5,000 files can be held in a single folder.

P A ‘site collection’ in SharePoint Online (e.g. a project) can have a maximum size of 25 TB.
The following file types are currently allowed:

» .pdf, .jpg, .png, .gif, .zip, .rar, .txt, .doc, .xls, .ppt, .docx, .xlsx, .pptx, .gme, .eml, .msg,
.vsd, .vsdx

Please note that we advise against using old MS Office file formats (.doc, .xls, .ppt) as they pose
a security risk. We will not accept any responsibility for damages resulting from the use of
outdated file formats.

WILL AN ANTI-VIRUS SCAN BE PERFORMED BEFORE DOCUMENTS ARE
UPLOADED?

Please refer to this article on virus detection in Office 365/SharePoint Online.



https://docs.microsoft.com/de-de/office365/securitycompliance/virus-detection-in-spo?redirectSourcePath=%252fen-us%252farticle%252fVirus-detection-in-SharePoint-Online-e3c6df61-8513-499d-ad8e-8a91770bff63
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4.

4.1.

4.2.

4.3.

4.4.

4.5.

4.6.

QUESTIONS ABOUT DATA SECURITY AND
DATA PROTECTION

HOW ARE DATA BELONGING TO DIFFERENT BDO FIRMS DISTINGUISHED FROM
EACH OTHER?

Every BDO member company and every project on the client portal is created as an independent
data room (SharePoint Site Collection).

The respective security rules (access rights) apply at the level of the whole data room. This strict
separation of data is supported across all applications and interfaces (Services in the Service
(Office 365)).

DO YOU PERFORM REGULAR VULNERABILITY AND PENETRATION TESTS?

Yes, vulnerability and pen tests are regularly carried out by third parties and the findings of such
tests are addressed promptly. Please note, however, that the tests carried out in the Office 365
environment form part of Microsoft’s pen tests and not our own. For information on this subject,
consult the following link from Microsoft.

HOW OFTEN ARE SYSTEM VULNERABILITY TESTS PERFORMED?

On an ongoing basis. We run daily vulnerability tests and pen tests after making significant
changes to the BDO Global Portal. Microsoft performs ongoing internal pen tests on the Azure
platform. Azure is also subjected to annual pen tests by an independent external institution.

To find out more about security in data processing with Microsoft Azure Cloud, click the following
link.

WHICH CERTIFICATES HAVE BEEN OBTAINED FOR THE TECHNOLOGY?

The BDO Global Portal is based on Microsoft Cloud technologies. For more information on
certificates, please visit the Microsoft Trust platform. This is where you will find the Microsoft
Compliance certificates, which you can also view alongside the corresponding test report via
another Microsoft search site.

Furthermore, BDO Global IT is certified according to the international ISO/IEC 27001 standard.

WHAT PROTECTION IS IN PLACE FOR DATA TRANSMISSION?

The transfer of data to the BDO Global Portal is secured by permanently encrypted connection
based on Transport Layer Security (TLS).

Secure algorithms (e.g. AES128) and 2048-bit key lengths are used for encryption. The
transmission of data on the portal is based on secure Microsoft Azure Cloud technologies,
including TLS, Secure Socket Tunneling Protocol (SSTP) and Internet Protocol Security (IPsec).

HOW ARE DATA PROTECTED IN BDO GLOBAL PORTAL?

All data stored on the BDO Global Portal are encrypted. Secure Microsoft Azure Cloud methods
such as the AES256 algorithm are used for encryption purposes.



https://www.microsoft.com/en-us/trust-center/product-overview
https://azure.microsoft.com/de-de/resources/achieving-compliant-data-residency-and-security-with-azure/
https://servicetrust.microsoft.com/ViewPage/MSComplianceGuide
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4.7.

4.8.

4.9.

4.10.

HOW ARE THE KEYS MANAGED?
Microsoft (online) manages the keys and the SSL certificates for Office 365 (SharePoint Online).

Microsoft has also implemented a lockbox feature for Office 365/SharePoint Online, which allows
access to (client) data to be controlled if a Microsoft employee has to be deployed for
maintenance purposes. See this link for more details.

WHERE ARE THE PORTAL DATA STORED?
The BDO Global Portal is based on the Microsoft Azure Cloud. In the case of BDO Germany,
data are held exclusively in the Microsoft EMEA Cloud in the European Union.

WHICH ACTIVITIES ARE LOGGED?

The BDO Global Portal logs include Azure logs and contain, among other things, operational logs
(e.g. for the creation of projects or individual data objects on the platform); security and
activity logs (e.g. user logins or changes to permissions); data relating to portal performance.

For more details, see this link.

HOW LONG IS THIS INFORMATION STORED? WHO CAN ACCESS THIS
INFORMATION?

As a rule, this information will be deleted after 365 days. All Analytics data, which need to be
shared with third parties, will be anonymized beforehand.



https://www.microsoft.com/en-us/microsoft-365/blog/2015/04/21/announcing-customer-lockbox-for-office-365/
https://docs.microsoft.com/de-de/azure/security/fundamentals/log-audit
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5.1.

5.2.

5.3.

QUESTIONS ABOUT DATA STORAGE AND
RECOVERY

WHAT ARE THE RULES FOR BACK-UP AND DATA RECOVERY?

The BDO Global Portal is designed to facilitate the cooperation between BDO and our clients,
hence it does not serve as a means of data storage and documentation. Therefore: Content
uploaded to the BDO Global Portal will remain online until it is deleted. If a project is
“removed”, only the access rights will be removed, i.e. the contents will re-main online. Any
content which is actively deleted will be recoverable for 30 days according to the SLA. Content
can be recovered by an administrator for a further 30 days.

HOW LONG WILL ACCIDENTALLY DELETED DATA BE STORED?

As the BDO Global Portal is based on SharePoint Online, there is a “recycle bin” where files are
kept and can be recovered by your BDO contact for up to 30 days after they have been deleted.
The version management function helps to restore the previous version when a file has been
deleted.

HOW LONG IS A DATA ROOM MAINTAINED, OR WHAT HAPPENS WHEN A
CONTRACT IS ENDED?

Upon the termination of a contract, statutory retention periods apply to the deletion of data in
the BDO Global Portal unless otherwise agreed in exceptional cases. Documents will not be
archived in BDO Global Portal, though. Documents will also continue to be available after a BDO
Global Portal/project has been deleted where they form a component of a contract.
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6.1.

SUPPORT

WHERE SHOULD | GO FOR SUPPORT WHEN USING THE BDO GLOBAL PORTAL?

If you have any questions or problems when using the BDO Global Portal, please get in touch with
your BDO contact. We will then deal with your concern.

The BDO Global Portal is an open development environment that we are gradually working on
expanding. Your BDO contact will be happy to hear your suggestions and requests.
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